O pOAOG TNG

AievOvvong Aiéng
HAekTpovikov EykAnuarog
otnv NMpoAnwn

& TNV AVTINETRTTION

TOL ILYXPOVOL EYKANUATOG

AIQEH H/\EK/NIKOY EFKAHMATOX

AoTuvopikog AievBovrng MANMAMNPOAPOMOY lewpylog
AlevbBovTNg AlevbBovvong AiENG HAEKTOOVIKOL EYKANUATOG
ApPXNYEio EAANVIKNG ACTLVOUIAG




CYBER

[olol EINAOTE;




AievOvvon Aiwéng HAekTpovikoL EyKARparog

» AvtoreAng Kevrpikn Ymnpeoia
ATTELOEIAG LTTAYWYN OTOV K. APXNYO TNG EAANVIKNG ACTLVOUIAG

» MaveAAadikn appodiotnra
ESpa: ABnva
» YmodievBuvon A.H.E. Bopeiov EAANGSOG

'ESpa: ©@cococalovikn

AlQ=H H/\EK/NIKOY EFTKAHMATOX

Toueac appodiotTnTag: Bopeia EANGSa



ATTOOTOAN

» [1POANYWN, £0ELVA KAl KATAOTOAN EYKANUATWV
TTOL SIATTEATTOVTAI HECEG TOL SIASIKTLOL N
AAADV HECWV NAEKTOOVIKNC ETTIKOIVVIAC

» YTTOOTNPIEN TV APXWV ETTROANG ToL NOuoL




Aoun TnG YMNPEoiag

» Tunua Aleiknmikng Ymoortnpeiéng kail Aiaxsipiong NAnpogopiedv
» Tunua Kaivotopwv Apacew@yv KAl ITParnyikng

» Tunua Ac@al&aiag HAEKTPOoVIK@V KAl TNAEP@VIKG@V ETTIKOIVRVIQV KAl
Npooracgiag AoyiguikoL kal NvevuaTik@v AIKAIOUATOV

» Tunua Aladiktoakng Neocotaciag AvnAikayv kal ¥neiakng Aigpebovnong
» Tunua EiISik@v Ymoléoewv & Ainénc AladikTuakav OIKOVOUIKG@V EyKAnuaT@Vv



MNPooWIKO

» 130 agTuvouIKOi YIa o AOkANEN TNV EAAGSC
» Tevikwv KaOnkovrwv
> IXOAN ACTUPLAAK®V & IXOAN ASluaTikwv EAAL.

» EISiIk@v Kadnkovrov

> NMpocAnNwn 1ISIRTWYV — ATTOPOITWV
NavemoTnuiakwy [SpuuaTwy



Aladikaoieg Algpebvnong

> Nopobeoia
» Adiknuata (emkaip. N. 4411/2016)
» ATTIOPPENTO ETTIKOIVVIAC

> TexVIKO LTTORABPO
> ALOXEPEIEC

+AlaTNENON SES0UEV®Y, KPLTITOYPAPNON
ETTIKOIVQVIQV, «ATOTTIKOTNTON



Tuvepyaoia

» EloayyelikeS & SIKAQOTIKES APXES

¥ RnNIEH O TYNOMIA

» Aoirreg Yrpeoieg tng EAANvIKNG AcTuvopiag 5 )\

> AlLBLVON EYKANUATOAOYIKGWV EpgLuvV

> AlcLBLVON AlEBVOLC ACTLVOUIKNG ILVEQYATIAC

> AlcbBuvon Alaxeipiong & Availvong NANPopopIwv
> AlcvBuvaon OIKOVOUIKNS ACTLUVOUIAC

> Katd TéﬂOUQ OGTUVOUNK?‘:C Y'ﬂﬂyp€0i€Q AieBuven Alaxsipiong &
AvaAuacng NMAnpowopiwy

» EOvikn Ymnpeoia NAnpogopiedv — EOviko CERT




Tuvepyaoia

» AveEapTnNTeS AI0IKNTIKES APXES
> Emrport Emornteiag & EAéyxou MNaryviwv
> ApxN AlaagpANong ATTOPENATOL

RPCETT

EGNIKH ENMTPONH THAEMIKOINONION & TAXYAPOMEIDN

ETTIKOIVQVIQV . 0

~ Apxn NpooTtaciag AeSopévav NPoa@TKoL _ Nas) /o
XQpaKTnea n( EEEN ((

> Emtporn Emorreiag & EAgyxovu lMalyviwv == :
a0RE | EEE

» Napoxouvg Ymneeoiv Aiadiktoou (ISPs)
» Tpamedika ISpovuara
» Extraibevnika 18pduara



Tuvepyaoia

o€ ELPWTTAIKO & S1EOVEC emiTTESO

» EUROPOL = EURTPOL

» European Cybercrime
Centre (EC3)

» INTERPOL
» FBI
» ENISA




KAKOBOYAO AOriZMIKO
MOBILE BANKING

TO KAKOBOYAO |
AOTIIMIKO @A |5
SAZ KOSTIZE|!

To kakéBoulo Aoyiopxé mobile banking
eivay oxedLaopévo wore vVa unokAénre,
panelika Sedopéva nou eivat
anobnkeupéva 0TN ouokevr oag,.

Evnuep@TIKEG S1aAESEIS & NpEPISES o

HoAuopévoug L]
luxéﬂoukou;
LoToténoug NoIoI EINAI 01 KINAYNOI;
[ ] . KateBatovrag ii * :pomn:w
EV T U KakéBouleg O Anpodopuioy
bappoyég auBevtionoinong
/ U

Me ™ ué6oso

@ Tou phishing

Av xdoete to KWNTo oag tAéduwvo,
f aAAagere apBus, ETKowwvriote
HE TNV tpanela 0ag, wote va yive,

Enkaiponoinon twy otoyeiwy

dopntéc ouoke VEC TN tpdnelac oag
Kat BeBaiwBeire OTL emokénteoBe toy

TnAgomTika & padiopwvika spots

O € I $Uyete T QuTopaT eicodo (log
In) otov witétono N v edappoyr me
tpanelag,
(EOTE pe kavévay
nou adopoiv rov

&40 oacg Aoyapiaops kar siwc
O n ToV Kwdikd npooBaonc
> Av undpxet S1aBéown, eyx otrote

Hwa epappoyn Tou Ba oag
npoedonowei Eykaipws yia
onowadrnore onontn ooumku;vrmu

"EUR"'F’DL F rvve—
EC3

APXHIEIO EAAHNIKHE AZTYNOMAT

oag

Mnv powdzeore onowdnnore
mAnpodopia Yl Tov tpaneliké oag
Aovapaoyé péow sms 1} email,

va]muom)mcri navra pa
aobakd ovbeon Wi-Fi yia ™m
Ouvbeon oac otoy Lototono f v
ebappoyn NS Tpaneldg oac, Mnv
TO KQVETE péow ele UBepou Wi-Fil

EAéyxete raxtig TOUG éviumnoug
Tpanelkoig oag Aoy(xpnunuou( -
epdoov AapBavere TéToloug,

CRIME #MobileMalware

DIVISION



loTooeANISeC KoIVVIKNG AIKTOGONG

» facebook.com/cyberkid.gov.gr
» facebook.com/CyberAlertGR
» facebook.com/hellenicpolice

» twitter.com/cyberalerigr
» twitter.com/hellenicpolice




KaivoTopeg
EPAPHOYEG

Cyberkid

.,\.'»“7-"\7““*:‘\

# Ry,
(4 25 EAAHNIKH AHMOKPATIA
e 14
4 V, Yrnoupyeio Anpboiag Tagng &
'Z' ;,:;2 Npootaoiag Tou MoAitn

S 2

xs““ R CYBER
{08 ) CRIME
DIVISION

H HAEK/NIKOY EMKAHMATOL




cpopHoNES FEELS=FE

@ e-commerce

FeelSafe  CYBER

CRIME

I:I IVISION EAAHNIEH FYNOMOETIONALA
AICIEH HAEEN MO ENERHMATOR EMITOPIOY & ENIXEIPHMATIKOTHTAE




1aC ELXAPIOT® YiA TNV TPpoooxn oag!

Aatuvopikog AicvOuving NANMNANPOAPOMOQOY lewpyiog
AlcLBLVTNC AleLBLVONG AIWENG HAEKTPOVIKOL EYKANUATOG
‘ Apxnyeio EAANVIKNC ACTLVOUIAGC
RICEH HAEKINIKOY: EFKAHMATOS Director@cybercrimeunit.gov.gr | | ccu@cybercrimeunit.gov.gr




